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 With the development of the information and 
digital society, information security and privacy pro-
tection have become particularly important, which 
has also led to extensive research and applications of 
cryptography. However, traditional encryption meth-
ods rely on the CPU-side encryption engine, with data 
being transmitted between the memory and CPU, 
resulting in high latency and energy costs [1], [2].

Computing-in-memory (CiM) is a promising tech-
nology that can solve the “memory wall” problem. 
One type of CiM is the in-memory logic performed 
within memory arrays. By activating two mem-
ory rows simultaneously and modifying the sense 
amplifiers (SAs), in-memory bitwise Boolean logic 
operations can be realized [3], [4]. Cryptographic 
algorithms involve a large number of Boolean logic 
operations, which can be efficiently accelerated by 
CiM. Some cryptographic accelerators based on CiM 
architectures have been proposed (e.g., [1] and [2]).

Existing CiM-based cryptographic accelerators are 
highly customized for the target algorithms, which 
belong to domain-specific chips. Designing them 
manually requires experienced developers and a lot 
of human effort and is nearly impossible to exhaus-
tively explore the design space to comprehensively 
optimize power, performance, and area (PPA). There-
fore, EDA tools are needed to design and optimize 
the architectures. However, traditional EDA tools 
are aimed at CMOS-based Boolean logic that can 
only implement designs below the gate level and 
lacks application-level information so that they can-
not model and optimize domain-specific problems, 
such as data flow optimization. Furthermore, there 
are obvious differences between the logic implemen-
tations of CiM architectures and traditional CMOS 
architectures, such as the basic computation imple-
mentation, circuit connection relationship, and opti-
mization objectives. New synthesis methods need to 
be explored to realize the conversion from the upper-
level description to logic mapping. In summary, it is 

meaningful to develop 
EDA tools for domain-spe-
cific CiM chips.

In this work, we pro-
pose a domain-specific 
EDA flow, Crypto-DSEDA, 
for autogenerating CiM 
architectures for cryp-
tographic algorithms. 
According to the algo-

rithm description and design constraints, Cryp-
to-DSEDA generates a CiM-based cryptographic 
accelerator with optimized PPA. Our contributions to 
this article are given as follows.

•	 We define a flexible input method, whereby 
any formulaic cryptographic algorithm can be 
explored through the Crypto-DSEDA framework.

•	 We design a compilation framework for cryp-
tographic algorithms to optimize the data flow of 
the CiM operations in the iterative process.

•	 We explore the constructed design space to auto-
matically tailor a CIM-based accelerator for a target 
algorithm, subject to certain design constraints. The 
evaluation results show the effectiveness of data 
flow graph (DFG) optimization, and the Crypto-DSE-
DA-based accelerator also exhibits considerable 
performance and energy advantages compared 
with existing CiM-based implementations.

Related work
Benefiting from the excellent performance and 

energy efficiency of CiM architectures, CiM-based 
cryptographic accelerators have been studied. 
I-NVMM [5] accelerates the AES algorithm by incre-
mentally encrypting the main memory. IMCSD [6] 
and AIM [1] further reduce latency and energy by 
using custom SA circuits. On the basis of AIM, EIM 
[2] designs new SA circuits and adds the latch opera-
tion mechanism, which effectively reduces the write-
back operations of intermediate results. FeCrypto 
[7] proposes an instruction set architecture for cryp-
tographic algorithms based on CiM, which supports 
multiple cryptographic algorithms.

However, these existing CiM-based accelerators all 
rely on manual design, and each algorithm requires 
a customized computing process and architecture. 
This also means that developing a new accelerator 
requires a lot of time and labor costs, and even expe-
rienced developers cannot fully optimize the PPA of 

Editor’s notes:
The authors propose Crypto-DSEDA, an auto-generation framework for 
exploring Computing-in-Memory (CiM)-based cryptographic accelerators. 
Crypto-DSEDA includes an automatic architecture generation pipeline 
that takes behavioral-level descriptions as input, optimizes dataflow and 
resource allocation through design space exploration, and finally generates 
the accelerator architecture and dataflow of the target algorithm.

—Yiran Chen, Duke University, USA
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the architecture. Traditional EDA tools are not fully 
capable of domain-specific chip design due to the ina-
bility to perform application-level optimization, and it 
is not suitable for synthesizing CiM architectures due 
to different logic implementations. Therefore, there is 
an urgent requirement to develop new EDA tools to 
automatically generate objective-optimal CiM-based 
cryptographic accelerators.

Crypto-DSEDA framework
Crypto-DSEDA is an automatic framework for 

generating CiM-based cryptographic accelerators, 
which relies on pre-designed basic circuit modules. 
It works for various CiM architectures that support 
basic Boolean logic operations. As shown in Fig-
ure 1a, the generation of the architecture is mainly 
divided into four stages: compilation, scheduling, 
resource mapping, and design space exploration.

Crypto-DSEDA uses an architecture template for 
architecture generation, as shown in Figure 1b. An 
accelerator consists of 16 banks, where each bank 
has eight computing units (CUs). Each CU contains a 
configurable number of memory arrays, shifters, and 
lookup tables (LUTs). As a parameterized architecture 

template, the memory array mainly includes a word-
line driver, a sense line driver, an address decoder, 
SAs and CiM logics, 256×256 memory cells, and a 
forwarding row (FwRow) [7], where the SAs and CiM 
logics, the cell structures, and the peripheral module 
reuse scheme can be customized individually.

Input structure
The inputs to the framework include a cryp-

tographic algorithm description, design objectives, 
and constraints. Cryptographic algorithms can be 
completely described by formulas. Cryptographic 
algorithms are typically composed of a number of 
Boolean logic operations, as shown in Table 1. AND, 
OR, NOT, XOR, IMP, and ADD operations rely on the 
memory arrays to perform CiM operations. Four types 
of shift operations are needed: ROL, ROR, SHL, and 
SHR. The implementation of the MUL operation on 
the finite field of GF(28) and the nonlinear SubByte 
operation are implemented by LUTs. Since most hash 
algorithms mainly modify the compression functions 
during iterations, to simplify the algorithm descrip-
tion, the structure of the formulas is divided into 
two parts: 1) the main function and 2) compression 

Figure 1. (a) Overview of Crypto-DSEDA framework. (b) Architecture template. (c) MD5 algorithm 
and SHA-1 algorithm descriptions in Crypto-DSEDA.
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functions and their execution rounds. As two exam-
ples, the algorithm descriptions of MD5 and SHA-1 
are shown in Figure 1c. Crypto-DSEDA receives these 
algorithmic formulas and sends them to the compiler 
to generate an initial DFG.

Compiler
The compiler receives the cryptographic algo-

rithm description and performs four main tasks: 
1) iterative optimization; 2) DFG construction; 3) DFG 
optimization; and 4) write-back operation insertion.

Iterative optimization
Cryptographic algorithms have a number of iter-

ations. Since each iteration may only change part 
of the intermediate variables, read and write oper-
ations can be effectively reduced through address 
remapping, instead of moving unchanged data. As 
an example, the iterative implementation of SHA-1 is 
shown in Figure 2a. We only use the operation results 
of E and B to overwrite the corresponding memory 
rows and retain other data. After that, the original 
addresses of A, B∗, C, D, and E∗ are reassigned to B′, 
C′, D′, E′, and A′, respectively, through the compiler 
and used as the input for the next iteration, achiev-
ing an equivalent effect to moving all data.

DFG construction
The compiler first splits the main function and 

compression functions into operators and oper-
ands. Subsequently, the bonding points between 
the main function and compression functions are 
determined. Finally, the compiler will generate the 
initial DFG based on the bonding points and execu-
tion rounds of the compression functions. Figure 2b 
shows the generation process of SHA-1.

DFG optimization
DFG optimization consists of two steps: opera-

tor overhead detection and redundant operation 
detection. In operator overhead detection, opera-
tors with high hardware overhead or computational 
overhead will be replaced. The MUL operation on 
the finite field of GF(28) can obtain results directly 
through LUTs, but it incurs a high area overhead. 
In addition, the MUL operation can also be imple-
mented using XOR operations and shift operations 
to reduce area overhead, but it results in a longer 
execution time. Furthermore, consecutive NOT 
and AND operations can be converted to an IMP 
operation to obtain lower latency and energy, such 
as “(∼ B)&D.” Since most existing CiM architectures 
do not natively support IMP operations, we need 
to place corresponding SA modules to implement 
in-memory IMP operations. Conversely, a smaller 
memory array area can be obtained by splitting 
the IMP operation into NOT and AND operations. 
Redundant operation detection mainly includes 
two parts. The first part is to eliminate redundant 
memory access operations. As shown in Figure 
2c, operand B needs to perform a shift operation 
and a NOT operation. Since the operands in the 
CiM architecture are stored in memory, operand 
B needs to be read before the shift operation is 
performed. The read operation is a suboperation 
of the NOT operation, which also means that oper-
and B can be read out when performing the NOT 
operation. The second part is to eliminate redun-
dant computing operations. In hash algorithms, 
the results of each iteration are cyclically shifted 
and will be used in the next round. As shown in 
Figure 2a and c, the “B ∧ C ∧ D” operation in the 
round 2 is equivalent to “A′ ∧ B ∧ C” operation in 
the round 1. Therefore, we can use the registers to 
temporarily store the result of “B ∧ C” in round 1 to 
reduce the repeated operations in round 2.

Write-back operation insertion
Conventional CiM architectures need to write 

intermediate results back to the original memories 
when performing continuous operations. To avoid 
the high latency and energy overhead of writing to 
nonvolatile memories, we use an FwRow mechanism 
[7]. Therefore, we only need to perform write-back 
operations when necessary. Only when both data to 
be computed are stored in registers, one of the data 
needs to be written back to memory. In addition, the 

 
Table 1. Operations of cryptographic algorithms.
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results of each iteration will also be written back to 
memory for the next round of processing.

The DFGs obtained after compilation will be used 
as input for the scheduling phase.

Schedule and resource allocation
Operator scheduling in CiM architectures is 

different from that in traditional CMOS designs, 
as a memory array can only perform one logic 
operation at a time. It also means that only one 
CiM operation can be placed in each control step. 
Therefore, memories, shifters, and LUTs should be 
called at the same time as possible to reduce the 
number of control steps when performing opera-
tor scheduling. The minimum number of control 

steps will be recorded and delete bad results dur-
ing scheduling.

The recorded schedule results will be used to 
determine feasible CU configurations. For a sched-
uled DFG, its resource allocation involves the follow-
ing two steps. The first step is to calculate the lifetime 
of shifters and LUTs to determine the maximum 
reuse factor of peripheral modules, which will be 
used to confirm the number of peripheral modules. 
The second step is to count the number of memory 
arrays using the same set of peripheral modules and 
determine the offset of their control steps under dif-
ferent reuse factors. Figure 2d depicts an example 
of hardware resource allocation. Node 3 represents 
the shift operation, and its parent and child nodes 

Figure 2. (a) Iterative implementation of SHA-1. (b) DFG construction of SHA-1. (c) Redundant 
operation detection. (d) Example for resource allocation.
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are Node 1 and Node 5, respectively. Therefore, 
the lifetime of node 3 is two control steps, and the 
optional reuse factor is [1, 2]. When the reuse factor 
is 1, the same set of shifters can be multiplexed up 
to five memory arrays, and their offsets are [0, 1, 2, 
3, 4]. When the reuse factor is 2, node 3 occupies 
two control steps, CS2 and CS3, and only half a set 
of shifters need to be placed. Similar to the previous 
case, by delaying the control step, a single set of 
shifters can be reused by up to three memory arrays, 
and their offsets are [0, 2, 4]. It is worth noting that 
when both shifters and LUTs are placed in the CU, 
the actual offset of the memory is the intersection of 
the offsets of shifters and LUTs.

Design space exploration
Crypto-DSEDA explores different architectural 

implementations by employing genetic algorithms, 
where each implementation utilizes a different 
amount of resources and, therefore, has different 
latency, energy, and area. The design space is sum-
marized in Table 2. The chromosome of the genetic 
algorithm is divided into three parts, correspond-
ing to the scheduled DFGs, CU configurations, and 
hardware parameters, and the encode of each 
gene is an integer. For example, A chromosome is 
encoded as [1, 0, 1, 5, 0, 4, 2, 0, 2, 3]. The first four 
genes are the scheduled data flow part, which spec-
ifies the DFGs of each algorithm formula. The fifth 
and sixth genes are the CU configuration part. The 
5th gene specifies the reuse factor combination of 
shifter and LUT, and the sixth gene specifies the 
number of memory arrays in each CU. The last four 
genes determine the hardware parameters of the 
accelerator, including SAs, memory cells, shifters, 
and LUTs. In the initialization phase, we randomly 
generate a population of 300 individuals and cal-
culate their fitness. Subsequently, the next genera-
tion population is obtained with the roulette wheel 
selection. In addition, crossover and mutation are 
important means to obtain the optimal solution for 
architecture design. In the crossover phase, two 
crossover points are randomly marked on two adja-
cent chromosomes, and then, part of their genes 
are exchanged. During the mutation phase, the 
algorithm will randomly mark a gene in the chro-
mosome and randomly pick a new value within its 
legal range to replace the gene. Finally, extract the 
optimal chromosome after 1,000 iterations.

Evaluation
We use the ferroelectric field-effect transistor 

(FeFET) as an example to evaluate Crypto-DSEDA. 
Before performing DSE, we build a hardware param-
eter library and presimulate six CiM operations. We 
construct memory cells and SAs [2], [8], [10] with 
the 45-nm predictive technology model (PTM) [11] 
and the FeFET model [12]. Synopsys design compiler 
is used to synthesize digital logic circuits to obtain 
their latency, power, and area overhead. We use Cryp-
to-DSEDA to explore several common hash algorithms, 
namely, MD5, RIPEMD-160, and SHA-1, to evaluate the 
performance of generated CiM architectures. Finally, 
we explore the AES algorithm and compare it with a 
recent CiM-based dedicated AES accelerator, EIM [2], 
to demonstrate the advantages of Crypto-DSEDA.

Running time: Crypto-DSEDA is implemented by 
Python. According to the complexity of the algo-
rithm, the exploration time ranges from 10 to 600 s.

Compiler optimization evaluation
Figure 3a illustrates the results of Crypto-DSEDA 

exploring each hash algorithm and also shows the 
exploration results without DFG optimization to 
evaluate the advantage of DFG optimization. The 
design constraints are 30ms, 30mJ, and 4×109F2. The 
/L, /E, and /O labels, respectively, represent optimi-
zations for latency, energy, and area. Benefiting from 
the compiler optimizations, each algorithm has var-
ying degrees of improvement in terms of latency and 
energy consumption.

When the design objective is latency, compared 
with designs before optimization, MD5/L, RIPEMD-
160/L, and SHA-1/L reduce the energy consumption 
by up to 5.7%, but the latency difference is not obvi-
ous. Similarly, when the design objective is energy, 
the energy differences of MD5/E, RIPEMD-160/E, 
and SHA-1/E are very small compared with designs 
before optimization while achieving a maximum 

 
Table 2. Design space of CiM-based cryptographic algorithm 
accelerators.
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reduction of 4.9% in latency. The reason is that con-

secutive NOT and AND operations are detected 

and replaced with IMP operations to improve per-

formance when the design objective is latency or 

energy. When performing latency/energy optimiza-

tion, choosing low-latency/energy modules leads 

to insignificant differences in latency/energy before 

and after optimization, so more differences are man-

ifested in the other aspect.

For area optimization, each design maintains the 

original data flow to avoid additional area overhead. 

However, by eliminating redundant operations and 

redundant memory accesses, the MD5 architecture 

can reduce 16 XOR operations, and the RIPEMD-16 

architecture and the SHA-1 architecture can, respec-

tively, reduce 32 and 20 read operations. The maximum 

differences in latency and energy consumption before 

and after optimization are 3.8% and 2.3%, respectively.

Figure 3. (a) Energy, latency, and overhead comparisons for encrypting 1-GB data.  
(b) Latency and energy comparisons for encrypting 1-GB data with AES. (c) Energy and 
latency comparison for encrypting 1-GB data with MD5 and SHA-1.
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Comparison with CiM-based accelerator
Two recent CiM-based accelerators, EIM [2] and 

FeCrypto [7], are used for comparison. We use 
Crypto-DSEDA with the same architecture configu-
ration and device parameters to explore AES, MD5, 
and SHA-1 architectures. Latency and energy com-
parisons are shown in Figure 3b and c.

Compared to EIM, Crypto-DSEDA reduces the 
latency and energy by 10.9% and 5.7%, respectively. 
The main reason is that operator scheduling allows 
for the full utilization of the memory array, effectively 
reducing the stagnation of the CiM operation in the 
write-back and column mixing phases. In addition, 
redundant XOR operations are also eliminated.

Benefiting from iterative optimization and DFG 
optimization, Crypto-DSEDA achieves a maximum 
energy reduction of 11.7% compared to FeCrypto. 
In addition, different from the multiple-purpose 
FeCrypto, Crypto-DSEDA does not require the 
placement of LUTs, allowing for more CIM arrays 
to be configured within each CU. As a result, Cryp-
to-DSEDA reduces latency by up to 31.8%.

Domain-specific accelerators have become 
a new development trend of chips. However, their 
designs lack dedicated EDA tools. Domain-specific 
EDA tools may be developed by exploring the com-
mon features in the input, operations, data flow, 
and so on of the application domain. Cryptographic 
algorithms contain a large number of Boolean logic 
operations, which are extremely suitable for CiM 
acceleration. Existing cryptographic accelerators 
rely on expensive manual design efforts due to the 
difficulty of generating CiM architectures with tradi-
tional EDA tools. Aiming at this problem, we propose 
an automatic generation framework based on CiM 
architecture to find the objective-optimal accelera-
tor under the given PPA constraints. The evaluation 
shows that our autogenerated accelerators exhibit 
performance and energy advantages compared with 
state-of-the-art CiM-based accelerators.� 
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